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FBI Says ransomware attacks have tripled in the last year,
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FBI Director Christopher Wray said the agency is investigating over 100 ransomware attacks Sing C"mprom- nia] Plpelm
and said the problem is worsening. He said payIﬂVestigatorssUs Isedpasswm.d e
kind of activity.o Wb Jeak COIomplecthackersg tPaSSWodfr
c i alCEQp, d from g
Timing) hackerg abroaq el 80¢es afier o
hitby
atlwv U.s.
far coop o oﬁ\\fne chalgeszsuspected e
\oWa rative o) Two Suspected djor ransomw
s ackers are oper.
ranso © a“ Kht a ave been arrESted i 1 atlons
mwa ers- a global ;
A ranso and sOY farm Ybercrime crackdown,
\owa

Microsoft: Russian-backed hackers

gainst China to targeting cloud s,

U.S. allies join forces &

I Same Russia-backed h k i

ing activities. . - SolarWwi = KCrS responsible for the
expose hadﬂng land Security officials claim that China cha?r:W'ndS breach continue to attack the global iy
The NSA, FBI, and Homelan from, criminal hackers and have been tgr Supply

th, and profiting others. geting cloud service resellers ang

tractin wi
has been con g 1 the world.

i n
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More than 1,000 companies worldwide hit by latest cyber attack.

The hack saw ransomware spread through a software company used by the businesses to
manage computer services.

Sources: hitps.//abenews.go.com/alerts/cyberattacks ; https://www.bloomberg.com/news/articles/2021 -06-04/
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Exploitation
Exploiting an

Accidental

Disclosure unpatched software
vulnerability, Phishing
Wild Virus attacks and social
. A program (or piece enginaering.

of code) that is loaded
in to a computer without
knowledge with
malicious intent and
functionality.

Lost Device
(Unencrypted)

A lost laptop, phone ar

portable device that's

Malware
Shart for malicious
software, designed to

unencrypted (encryption is the damage or disrupt a
process of encoding messages § system (e.q., avirus aor
Botnets orinformation in such a way Trojan horse).
Acollection

that only authorized

of computers parties can read it).

compromised by
malicious code and
controlled across a
network. Typically
usedin DDos
attacks.

Ransomware
Atype of malware
which restricts access to
the computer system it
infects, and demands a
ransom paid to the creator(s)
of the malware in order for
the restriction to be
removed.

Improper
Disposal

The above is not exhaustive of all ways
and means used by cyber criminals
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Cyber attacks reach a new intensity:

53%

2 1%

of companies experienced a of US companies experienced
cyber attack in the last year, up four or more attacks in
from 38% the previous year. the last year.

*Sourca: The Hiscox Cyber Readiness Report™ 2019

60%

of small to medium-sized
businesses close six months after

suffering a breach.

Unfortunately, most small organizations also
lack the resources to rebound from the costs of
managing a data breach.3

" Source: hitp:/blog.mint.com/how-to/data-privacy-day-how-lo-keep-your-information-safe-infographic0t 2815/ 2display-wide

2 Source: verizonanterprise.com/DBIR/2014

*Bource: Stockton, Gary. 'Experian Data Breach rasolution Advisas Small Businassas to be Preparad for a Data Braach'. Experian Businass Information Sarv
45aurce: Ponemon Instituta LLC 2044 Cost of Data Breach Study
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Types of Breaches Over Time

Hacking has become the most prevalent cause of data loss, and the number of
hacking incidents is rapidly increasing.?
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Cyber Security Insurance e

Definition

Cyber security insurance protects businesses against
computer related crimes and losses.

Cyber protects businesses against targeted attacks, such as malware and phishing
as well as the occasional misplaced laptop containing confidential material.

Coverage details
AUp to $1 million aggregate limit

ALoss of business income covered up to 120 days
Avarious deductible options ranging from $1,000 to $25,000
AMaximum revenue $5 million for new business

©Hiscox Inc. 2021. All rights reserve
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Coverage

Breach costs

V Forensic costs to confirm and identify the breach,
costs to notify affected individuals, credit protection
services, including costs to staff a call-center for
redemption of monitoring offers, and crisis
management and public relations costs.

Cyber Extortion

V Covers response costs and financial payments
associated with network-based ransom demands.

Cyber Crime

V Covers financial losses associated with social
engineering, reverse social engineering, and funds
transfer fraud.

©Hiscox Inc. 2021. All rights reserved

Business Interruption

V Covers lost business income when a company has
its network-dependent revenue interrupted.

Data recovery

V Covers costs to replace, restore, or repair damaged
or destroyed data and software.

Multimedialiability upgrade

V Available to provide insurance for claims made
against the business that arise from the content of a
business website, social media, and other
promotional materials.
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a’n

Cyber Security Insurance e

A Deeper Look

Covering 480+

Who Needs Cyber Security Insurance? industries including:

Cyber Security Insurance is recommended for

any small business owners who: V' Allied Health
AA ditcard ther digital ¢ V  Architects
cceptcreditcards or other digital payment types V  Consulting
AUse computers and mobile devices V  Creative
AKeep medical or financial data vV Financial Senvices
) ) _ _ V  Landscape & Janitorial
A Stores confidential customer information V  Marketing & Public Relations
V  Medical & Dental Offices
V  Miscellaneous Services
Hiscox Cyber Security Insurance protects V' Mobile Food Senvices
insureds from? V. Petare Senices
V  Publishers
A Lost business revenue and data recover costs due to a breach or \V Real Estate
extortion threat V  Restaurant & Food Services
A Money lost due to fraudulent instruction by a third party (phishing) V  Retail
A Defense against privacy lawsuits and regulatory fines V' Technology
and more . . .

A Breach response resources if an attack occurs

A And more

©Hiscox Inc. 2021. All rights reserved
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Cyber Security Insurance
Coverage highlights

What type of policy is Cyber Security Insurance written on at Hiscox?
A Claims-Made and Reported
A Occurrence must take place on or after the retroactive date of the policy
AThe claim itself must be made during the policy period or the standard extended reporting period (30 days)
AMinimum per claim limit: $250,000 with a 10-hour waiting period

Other Details:
A Renews automatically, if qualified
A Admitted Form
A Monoline Product
A Scheduled Additional Insured is not available
ATerrorism Risk Assurance Act available

A Automatic Blanket Additional Insured included at no charge

©Hiscox Inc. 2021. All rights reserved



Main Coverages

A Forensics

A Notifications

A Credit Protection
A Crisis Management
A Public Relations

A Fees & expenses
incur_red in defense of
aclaim

A Premium on Appeal
Bonds

A Contractual fines

A Monetary
Assessments

A Fees for a Mandatory
Audit

a'f-
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Request for:
A Information
A Investigation

A Civil regulatory action
by a government entity

Business Income for
network dependent
revenue interruption

Business /

Interruption |

Costs

©Hiscox Inc. 2021. All rights reserved.

Ransom Payments in
response to an extortion
threat

yber

Extortion
Costs

Replace and restore
damaged data
and software




Cyber Insurance Example

A Retall Store Is Hacked. . .
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Measures to notify
Customers and
provide credit
protection.

Expenses to defend
against lawsuits.

Mandatory audit to
verify payment card
information (PCI)
compliance. Cost of
audit and fines are
covered.

Government
hearings to
determine
compliance. Fees
are covered.

r

Websites are taken
down to minimize
threat. Loss of
income during this
period.

Hacker wants
ransom to release
data back to
Company.

BUSINESS

Interruption |
Costs

©Hiscox Inc. 2021. All rights reserved.

After paying
ransom, some of
the data is
corrupted. Cost of
data restoration.

yber

Extortion
Costs

Data i
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First & Third-Party Coverage HSCOK NOW
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First Party Exposures Coverage

V Expenses resulting from a breach incurred by Insured.

Third Party Exposures Coverage
Expenses triggered after an event:

V Demand for damages

V Lawsuit filed by a third party

V Governmentinvestigations



Sample Claim Scenarios

o

An empl oyee
from a vendor
server, impacting its point-of-sale registers. The ransomware attack held the

a’n

Phishing email leads to ransomware:

HISCOX NOW*
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at a retail storesd headquart
partner. A cyber criminal g

systems hostage, effectively stopping sales from being transacted.

Website developer causes
business interruption:

A developer designs a new website for an
ecommerce company. When the site is launched, it
immediately rashes. The site is down for three days
while the developer fixes the problem. The company
sues the developer for the lost revenue.

Negligence by media firm leads
to breach:

The computer system of a media firm contains large

amounts ofdataonitsc| i ent s6 anal yti cs
search engine optimization key-words, paperclick
campai gns, et csecurlylservicessy st e md s

upgrade lapsed, leaving it more vulnerable to a
breach. The system is hacked and several clients file
lawsuits alleging negligence.

This information is provided to assistyou in understanding the coverage we offer and does not modify the terms and conditions of any Insurance policy, nor does it imply that any claimis covered.
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Not covered

Cyber Security Insurance does not cover:

ACriminal Proceedings:we wonét cover claims brought in the form of
investigation, grand jury proceeding, or criminal action.

AFunds Transfer: Ot her than transfers associated with cyber cri me
transfer of funds, monies, or securities.

Alnfrastructureinterruption:we woné6t cover claims from failure or inte
providers.
Alntentional Acts:We wonot cover any fraud, dishonesty, criminal

its employees.
APrior Acts or Knowledge:we wonét cover any claims you had knowl edg

ASubsidiary Outside control of Named Insured: we wondét cover any incident ex
do not have majority ownership or management control of.

ABusiness Interruption from Systems Under the Control of Third Parties:We wonét cover bt
interruption costs from a system failure of a computer system owned by any person or entity that is not insured (except for
those interruptions covered by dependent system failure.

This information is provided to assistyou in understanding the coverage we offer and does not modify the terms and conditiors of any Insurance policy, nor does it imply that any claimis covered.

©Hiscox Inc. 2021. All rights reserved
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Complimentary Resources

Risk Management & Breach Prevention

Paladin
Shield™

Al-powered cybersecurity
tools, deployed in minutes
for your whole team.

W,

%

Hiscox
eRisk Hub®

Resources to help identify
exposures, establish a
response plan and minimize
effects of a breach.

©Hiscox Inc. 2021. All rights reserved

Artificial Intelligence (Al)

tools:

V Cybersecurity intelligence

V Broad set of protections

V Treat the root cause(s) of attacks

Visit
www. Hiscox.meetpaladian.com
A Enter policy number.

Educational and technical

resources:

V ldentify exposures

V Establish a response plan
V Minimize effects of a breach

Visit

www.eriskhub.com/Hiscox.php

A Enter access code 08663 and policy
number.

| *0
Hiscox
CyberClear Academy

An online suite of cyber
security training modules
for you and our employees.

$

L

One (1) hour of
risk management

And loss prevention
services with a nationally
recognized law firm.
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An interactivesuite of cyber

security training modules:
V  Reduce the risk of a cyber incident
V Stay cyber compliant

V Maintain continuous learning

Register
www.hiscoxcyberclearacademy.com/register

For helpto minimizerisks that
commonlylead to claims.

Meet with a nationally recognized law firm:
V'  Focused on your industry

V  Provide Consultation

V' Up to one hour of legal services

Email (for a referral)
riskManagement@hiscox.com
A Enter policy number.
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Visit the Partner Portal to Access These Features

Resource Center

Appetite Guide
View full class of business listings.

Marketing Materials
Market to prospects with our easy-to-personalize industry flyers.

SpecimenForms
View sample policy documents to better understand coverage.

Manage Your Policy via the Portal:

View pending quotes and active policies,and getan ACORD.

Requestor changepolicy information
Address change, Request policy documents, Request loss run, and much more.

Submita claim
isitus online, email, call our Service Center, or by mail.
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