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Todayôs topics

Understanding the need

Hiscox Cyber product

Cyber benefits

Cyber in the New Partner Portal

©Hiscox Inc. 2021.  All rights reserved.



Understanding the Need
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Our Digital World

Digital fingerprints

Payment Card Information

Login Information

Personal Profile

Social Media

Social Security No.

Protected Health 
Information

Driverôs License

GPS Location

Video Cameras

Mobile Devices

Sensitive Corporate 
Information

Email

Web Services
Financial Accounts
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Sources: https://abcnews.go.com/alerts/cyberattacks ; https://www.bloomberg.com/news/articles/2021-06-04/
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Cyber Headlines in 2021

FBI Says ransomware attacks have tripled in the last year, 
urges companies not to pay.
FBI Director Christopher Wray said the agency is investigating over 100 ransomware attacks 

and said the problem is worsening. He said paying the ransom only ñencourages more of this 

kind of activity.ò

More than 1,000 companies worldwide hit by latest cyber attack.
The hack saw ransomware spread through a software company used by the businesses to 
manage computer services.

https://abcnews.go.com/alerts/cyberattacks
https://www.bloomberg.com/news/articles/2021-06-04/


Cyber Threats
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Are Small Businesses Safe?

60%
of small to medium-sized 

businesses close six months after 
suffering a breach.
Unfortunately, most small organizations also 

lack the resources to rebound from the costs of 

managing a data breach.3

53% 27%

Types of Breaches Over Time



Payment Card Information (PCI)

Merchant 

Service 

Agreement

Retail 

Merchant

Credit Card 

Processor
BanksContract
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Cyber Security Insurance
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Cyber Security Insurance
Definition

Cyber security insurance protects businesses against 

computer related crimes and losses.

Cyber protects businesses against targeted attacks, such as malware and phishing 

as well as the occasional misplaced laptop containing confidential material.

Coverage details

ÅUp to $1 million aggregate limit 

ÅLoss of business income covered up to 120 days

ÅVarious deductible options ranging from $1,000 to $25,000

ÅMaximum revenue $5 million for new business
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Breach costs

VForensic costs to confirm and identify the breach, 
costs to notify affected individuals, credit protection 
services, including costs to staff a call-center for 
redemption of monitoring offers, and crisis 
management and public relations costs.

Cyber Extortion

VCovers response costs and financial payments 
associated with network-based ransom demands. 

Cyber Crime

VCovers financial losses associated with social 
engineering, reverse social engineering, and funds 
transfer fraud. 

.

Business Interruption

VCovers lost business income when a company has 
its network-dependent revenue interrupted. 

Data recovery

VCovers costs to replace, restore, or repair damaged 
or destroyed data and software. 

Multimedia liability upgrade 

VAvailable to provide insurance for claims made 
against the business that arise from the content of a 
business website, social media, and other 
promotional materials.

©Hiscox Inc. 2021.  All rights reserved.

Cyber Security Insurance
Coverage



Who Needs Cyber Security Insurance?

Cyber Security Insurance is recommended for 

any small business owners who:

ÅAccept credit cards or other digital payment types

ÅUse computers and mobile devices

ÅKeep medical or financial data

ÅStores confidential customer information

Hiscox Cyber Security Insurance protects 
insureds from?

ÅLost business revenue and data recover costs due to a breach or 
extortion threat

ÅMoney lost due to fraudulent instruction by a third party (phishing)

ÅDefense against privacy lawsuits and regulatory fines

ÅBreach response resources if an attack occurs

ÅAnd more

Covering 480+ 
industries including:

V Allied Health

V Architects

V Consulting

V Creative

V Financial Services

V Landscape & Janitorial

V Marketing & Public Relations

V Medical & Dental Offices

V Miscellaneous Services

V Mobile Food Services

V Pet Care Services

V Publishers

V Real Estate

V Restaurant & Food Services

V Retail

V Technology

and more . . .
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Cyber Security Insurance
A Deeper Look



Cyber Security Insurance
Coverage highlights
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What type of policy is Cyber Security Insurance written on at Hiscox? 

ÅClaims-Made and Reported

ÅOccurrence must take place on or after the retroactive date of the policy

ÅThe claim itself must be made during the policy period or the standard extended reporting period (30 days)

ÅMinimum per claim limit: $250,000 with a 10-hour waiting period

Other Details:

ÅRenews automatically, if qualified

ÅAdmitted Form

ÅMonoline Product

ÅScheduled Additional Insured is not available

ÅTerrorism Risk Assurance Act available

ÅAutomatic Blanket Additional Insured included at no charge



ÅForensics

ÅNotifications

ÅCredit Protection

ÅCrisis Management

ÅPublic Relations

Breach Costs

ÅFees & expenses  
incurred in defense of 
a claim

ÅPremium on Appeal 
Bonds

Claims 
Expenses

ÅContractual fines 

ÅMonetary 
Assessments

ÅFees for a Mandatory 
Audit

Fines & 
Assessments

Request for:

ÅInformation

ÅInvestigation

ÅCivil regulatory action 
by a government entity

Regulatory 
Proceedings

Business Income for 
network dependent  
revenue interruption

Business 
Interruption 
Costs

Ransom Payments in 
response to an extortion 
threat

Cyber 
Extortion 
Costs

Replace and restore 
damaged data
and software

Data 
Recovery 
Costs
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Main Coverages
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Cyber Insurance Example

Measures to notify 
Customers and 

provide credit 
protection.

Expenses to defend 
against lawsuits.

Mandatory audit to 
verify payment card 

information (PCI) 
compliance. Cost of 

audit and fines are 

covered.

Government 
hearings to 

determine 
compliance. Fees 

are covered.

Websites are taken 
down to minimize 

threat. Loss of 
income during this 

period.

Hacker wants 
ransom to release 

data back to 
Company.

After paying 
ransom, some of 

the data is 
corrupted. Cost of 

data restoration.

A Retail Store Is Hacked. . . 
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First & Third-Party Coverage

First Party Exposures Coverage

VExpenses resulting from a breach incurred by Insured.

Third Party Exposures Coverage

Expenses triggered after an event:

VDemand for damages

VLawsuit filed by a third party

VGovernment investigations
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Sample Claim Scenarios

Phishing email leads to ransomware:

An employee at a retail storesô headquarters clicked on a link in a phishing email 

from a vendor partner. A cyber criminal gained access to the retailerôs entire 

server, impacting its point-of-sale registers. The ransomware attack held the 

systems hostage, effectively stopping sales from being transacted.

Negligence by media firm leads 

to breach:

The computer system of a media firm contains large 

amounts of data on its clientsô analytics, including 

search engine optimization key-words, paperclick 

campaigns, etc. The systemôs security services 

upgrade lapsed, leaving it more vulnerable to a 

breach. The system is hacked and several clients file 

lawsuits alleging negligence.

Website developer causes 

business interruption:

A developer designs a new website for an 

ecommerce company. When the site is launched, it 

immediately rashes. The site is down for three days 

while the developer fixes the problem. The company 

sues the developer for the lost revenue.

This inf ormation is prov ided to assist you in understanding the coverage we offer and does not modify the terms and conditions of any Insurance policy, nor does it imply that any claim is covered.



Cyber Security Insurance
Not covered

Cyber Security Insurance does not cover:

ÅCriminal Proceedings: We wonôt cover claims brought in the form of a criminal proceeding, such as a criminal 

investigation, grand jury proceeding, or criminal action.

ÅFunds Transfer: Other than transfers associated with cyber crime coverage, we wonôt cover claims for loss, theft, or 

transfer of funds, monies, or securities.

ÅInfrastructure Interruption: We wonôt cover claims from failure or interruption of water, gas, or electric utility 

providers.

ÅIntentional Acts: We wonôt cover any fraud, dishonesty, criminal conduct or knowingly wrongful act of the business or 

its employees. 

ÅPrior Acts or Knowledge:We wonôt cover any claims you had knowledge of prior to the policy period.

ÅSubsidiary Outside control of Named Insured:  We wonôt cover any incident experienced by a subsidiary you 

do not have majority ownership or management control of.

ÅBusiness Interruption from Systems Under the Control of Third Parties:We wonôt cover business 

interruption costs from a system failure of a computer system owned by any person or entity that is not insured (except for 

those interruptions covered by dependent system failure.
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This inf ormation is prov ided to assist you in understanding the coverage we offer and does not modify the terms and conditions of any Insurance policy, nor does it imply that any claim is covered.



Tools & Resources
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Artificial Intelligence (AI) 

tools:
V Cybersecurity intelligence

V Broad set of protections 
V Treat the root cause(s) of attacks  

Visit
www.Hiscox.meetpaladian.com

Å Enter policy number. 

Educational and technical 

resources:
V Identify exposures

V Establish a response plan
V Minimize effects of a breach

Visit

www.eriskhub.com/Hiscox.php

Å Enter access code 08663 and policy 

number.

An interactive suite of cyber 

security training modules:
V Reduce the risk of a cyber incident

V Stay cyber compliant 
V Maintain continuous learning 

Register

www.hiscoxcyberclearacademy.com/register

For help to minimize risks that 

commonly lead to claims.

Meet with a nationally recognized law firm:
V Focused on your industry

V Provide Consultation 

V Up to one hour of legal services 

Email (for a referral)

riskManagement@hiscox.com

Å Enter policy number.

Complimentary Resources
Risk Management & Breach Prevention
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Resource Center

Appetite Guide
View full class of business listings.

Marketing Materials
Market to prospects with our easy-to-personalize industry flyers.

Specimen Forms
View sample policy documents to better understand coverage.

Manage Your Policy via the Portal:

View pending quotes and active policies, and get an ACORD.

Request or change policy information
Address change, Request policy documents, Request loss run, and much more.

Submit a claim
Visit us online, email, call our Service Center, or by mail.

Additional Online Tools
Visit the Partner Portal to Access These Features
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